COLORADO DIVISION OF CHILD SUPPORT SERVICES WEBSITE ACCESS
CONFIDENTIALITY AGREEMENT

The information obtained from this website is considered confidential in nature and must be
safeguarded against unauthorized access and disclosure. At all times, I will maintain the
confidentiality of the information. The information may be used solely for the authorized or
intended purpose. | will not inspect or “browse” the information for any purpose not identified in
this Agreement. | will not access, or attempt to access, my own information or information relating
to an individual or entity with which | have a personal or financial interest for any reason not
necessary to the performance of the work assigned to me. This includes, but is not limited to,
information relating to family members, neighbors, relatives, friends, ex-spouses, their employers,
and/or anyone not necessary for the work assigned.

| agree to comply with all applicable state and federal laws and regulations with regard to
confidentiality and security of the information, including but not limited to, the following.
e Colorado Rules VVolume 6 - Section 6.210
Colorado Information Security Act (C.R.S. 24-37.5)
Colorado Revised Statues Title 26, Article 1, section 26-1-114
Privacy Act of 1974
Federal Information Security Management Act of 2002 (FISMA)

Civil and criminal penalties for willful misuse of child support data can be found in the
aforementioned citations. The Division reserves the right to suspend access at any time, without
notice, for technical reasons, possible data safeguard violations, security or other concerns.

Executed: Please select your agency:

® US Bankruptcy Trustee Ch.13

O Division of Gaming

O Medical Marijuana Enforcement
(@)

(@)

(@)

Signature Date Judicial Clerks

Parole
Probation

Printed Name Phone Number

Email Address

Mailing Address

*Supervisor Signature Date

Supervisor Printed Name Phone Number

Email completed requests to cdhs_css_acses_security team(@state.co.us
Attention: ACSES Security Team

Once registered, your user ID and password will be emailed to you at the email address you
have provided above.

* (Judicial clerks must submit form to Joel Borgman for approval and signature.)
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